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SuruPharmaGlobal Solutions (SPGS), a leading global
pharmaceutical company headquartered in the United States,
relies on an advanced Al-driven supply chain management
system to optimize the procurement and distribution of active
pharmaceutical ingredients (APIs) from suppliers worldwide.

The company recently faced a sophisticated cyberattack where
malicious actors used Al-driven malware to infiltrate the Al
system of its primary supplier in Asia. The attack not only
disrupted API deliveries but also manipulated the predictive
algorithms, causing the system to generate inaccurate forecasts
and reorder points. This led to significant delays in the production
and distribution of life-saving medications, impacting global
healthcare delivery.




15K ASSESSMIENT FOGUS

The risk assessment will focus on evaluating the vulnerabilities
introduced by the integration of Al in the supply chain,
particularly in the supplier networks. It will address the risks of Al
manipulation, cybersecurity breaches, and the potential for
compromised data integrity.

Additionally, the assessment will explore the impact of
emerging technologies such as machine learning and
predictive analytics on the supply chain and develop
mitigation strategies to ensure the resilience and reliability of
SPGS's Al-driven supply chain management system in the face
of future cyber threats.



PURPOSE OF THE RISK ASSESSMENT

The risk assessment is designed to identify and evaluate cybersecurity
threats to SPGS's Al-driven supply chain system, focusing on the
protection and resiliency requirements of the associated
mission/business processes. The assessment will inform decisions on
the use of Al systems in supply chain management and contribute to
the development of a robust Business Continuity Plan (BCP).

SGOPE OF THE RISK

This assessment targets the mission/business processes related
to SPGS's global supply chain, with a specific focus on Al-driven
predictive systems. It examines the resiliency of these processes
in the face of cybersecurity threats, particularly Al-driven
malware attacks. As a Tier 2 risk assessment, it informs decisions
on the integration of information systems into business
processes and the development of Business Continuity Plans
(BCPs).



GOVERNANGE STRUGTURE/PROGESSES
ASSESSMENT TYPES AND OVERALL LEVEL OF RISK

SRTUCTURE/PROCESSES LEVEL OF RISK

The assessment is integrated into SPGS's enterprise This is an initial risk assessment for SPGS's Al-driven supply

architecture, encompassing information security chain system, establishing baseline protection and

architecture, supply chain management, and business resiliency requirements. The assessment will also guide the

continuity planning. The findings will inform both Tier 1 and selection of common controls to be inherited by

Tier 3 risk assessments, ensuring a comprehensive information systems at Tier 3.

approach to risk management. The overall risk level is assessed as High due to the critical
nature of the supply chain processes and the potential for
significant disruptions from Al-related cyber threats.




RISKS IDENTIFIED

VERY HIGH (2 RISKS)

These risks represent the most severe potential
impacts on the supply chain. If these risks
materialize, they could cause catastrophic
disruptions to SPGS’s operations, such as
widespread production halts, global supply chain

breakdowns, or significant regulatory non-
compliance.
For example:
e Al-driven malware attack that completely
disrupts the supply chain system.
e Manipulation of Al algorithms leading to critical
errors in supply chain forecasting.

HIGH (4 RISKS)

High risks are serious threats that could
significantly impair SPGS’s operations, though not
to the catastrophic level of "Very High" risks. These
risks could cause major disruptions, lead to
financial losses, or severely impact customer and
patient outcomes.
Examples include:
* Cyberattack resulting in the loss of sensitive
supply chain data.
e Supply chain disruptions due to ransomware
attacks on third-party suppliers.
* Insider threat leading to Al system tampering.
e Data breach affecting the integrity of Al-driven
supply chain decisions.




RISKS IDENTIFIED

MODERATE (3 RISKS)

Moderate risks could cause noticeable disruptions
but are less likely to cripple operations entirely.
These might include scenarios where mitigation
strategies can be effectively deployed to minimize
impact.

Examples include:
e System errors in Al predictive models causing
inventory miscalculations.
e Challenges in integrating Al systems with
legacy supply chain software.
e Vendor communication failures leading to
delays in order processing.

LOW (1RISK)

Low risks are considered minor and unlikely to
cause significant operational issues. These risks
might lead to small-scale disruptions but are
generally manageable within existing operational
frameworks.
An example could be:

e Minor delays in data synchronization between

Al systems and third-party platforms.

VERY LOW (O RISK)

No risks were identified at this level, indicating that
the assessment did not find any threats that were
considered negligible or unlikely to impact
operations.




What protection and resiliency requirements are
necessary to secure the Al-driven supply chain
process?

How can the information security architecture be
enhanced to support these requirements within
the enterprise architecture?

What are the implications for business continuity if
Al-driven systems are compromised?

FOGUSED QUESTIONS

ASSUMPTIONS AND
CONSTRAINTS

Assumption: Al-driven systems will be central
to the supply chain management process for the
foreseeable future.

Constraint: The complexity of integrating Al with
existing systems may limit the speed at which
resiliency measures can be implemented.

Budget considerations for this risk assessment
include allocating sufficient resources for
implementing advanced cybersecurity measures,

Al monitoring tools, and third-party vendor audits.
Constraints may arise from limited financial
flexibility, which could impact the scope of
mitigation strategies and the speed of their
implementation across global operations.




RISK TOLERANGE INPUTS

SPG Solutions has a low tolerance for disruptions in its supply
chain processes, particularly those that could affect the
availability of life-saving medications. The assessment
considers both the likelihood of Al-driven cyber threats and the
potential impact on global healthcare delivery.

Risk Model and Analytic Approach

For this risk assessment, we are using a qualitative risk model
based on the framework provided by NIST SP 800-30. This model
is specifically tailored to assess cybersecurity risks in
mission/business processes, focusing on the integration of Al
into SPG Solutions’s supply chain management system.




RISKS MODEL

RISK FACTORS RISK ASSESSMENT MATRIX

Threat Agent Capability: The ability of the threat agent | Risk Assessment Matrix
(e.g., hackers using Al-driven malware) to exploit
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party vendor risks) could be exploited.

Impact Extent: The potential consequences of the risk
on SPGS’s mission-critical supply chain operations,
focusing on disruption in medication supply and
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ALGORITHMS FOR COMBINING VALUES
The Risk Level is calculated by combining Likelihood and Impact values using a risk matrix. Each risk factor is
assigned a likelihood and impact rating, which are then combined to determine the overall risk level. For
example:
e - Very High Likelihood + High Impact = Very High Risk
e - Moderate Likelihood + High Impact = High Risk
e - Low Likelihood + Moderate Impact = Low Risk




RATIONALE FOR RISK-RELATED DECGISIONS

The rationale for risk-related decisions is grounded in the potential impact of the risks
on SPGS'’s mission-critical supply chain operations, especially with the integration of Al
systems that are still evolving. Several considerations influenced the prioritization of

risks:

1. AIINTEGRATION AND CRITICALITY OF
OPERATIONS:

Al is central to SPGS's supply chain operations,

handling critical functions like demand
forecasting, procurement, and inventory
management. Given the direct impact on global
healthcare delivery, we prioritized risks that could
lead to widespread supply chain disruption and
delays in medication distribution. This includes
high-severity risks like Al manipulation by
malicious actors, which can create widespread
operational failures.

2. GLOBAL NATURE OF THE SUPPLY CHAIN:

SPGS's global operations add complexity, as
disruptions in one region can cascade across
others. The decision to prioritize third-party vendor
risks and international supply chain vulnerabilities
comes from the realization that even a minor
disruption in one supplier could have global
ramifications.




RATIONALE FOR RISK-RELATED DECGISIONS

The rationale for risk-related decisions is grounded in the potential impact of the risks
on SPGS'’s mission-critical supply chain operations, especially with the integration of Al
systems that are still evolving. Several considerations influenced the prioritization of
risks:

3. EMERGING THREAT LANDSCAPE: 4. BUSINESS CONTINUITY AND RESILIENCY
REQUIREMENTS:

Al-driven cyberattacks represent an evolving and
potentially devastating threat. The decision to

Business continuity is key in the pharmaceutical

: : . industry. SPGS'’s risk-related decisions prioritize
focus on risks related to Al manipulation is based : " e "
operational resiliency and continuity of critical

otheIGRICARAPIIILONC/DERGCICISHSIeXPICIEA functions, which align with the goal of minimizing

vulnerabilities, as evidenced by increasing downtime and ensuring that medications reach

sophistication in malware. patients on time. This led to placing heavy
emphasis on the need for Business Continuity
Plans (BCPs) as part of the mitigation strategy.




UNGERTRINTIES IN THE RISK ASSESSMENT

There are inherent uncertainties in the risk assessment process, particularly due to the nature of emerging Al technologies
and evolving cyber threats. By accounting for these uncertainties described below, SPGS is better equipped to adjust its
risk posture as new threats emerge and more data becomes available, ensuring a robust and adaptive risk management
strategy. These uncertainties influence the risk-related decisions in the following ways:

1. RAPID EVOLUTION OF Al TECHNOLOGY:

Al and machine learning technologies are developing
rapidly, and their integration into supply chains is still
relatively new. The risk landscape could change
significantly as Al becomes more entrenched in
operational processes. This uncertainty influences
decisions by requiring flexible, adaptive mitigation

strategies that can evolve with technological
advancements.

3. GLOBAL SUPPLY CHAIN COMPLEXITIES:

The global nature of SPGS’s operations introduces
uncertainties related to geopolitical risks, regional
cybersecurity regulations, and international vendor
management. These factors create a complex risk
environment where the interaction of various elements
(e.g, third-party vendors, regulatory frameworks) may
introduce vulnerabilities that are difficult to predict or
quantify.

2. UNKNOWN VULNERABILITIES IN Al SYSTEMS:

Al systems may have vulnerabilities that are not yet fully
understood or discovered. The manipulation of Al-driven
algorithms is a growing threat, but the precise methods of
attack could evolve, introducing new, unforeseen risks.
This uncertainty requires SPGS to implement advanced
monitoring and threat detection systems that can
respond to emerging threats in real-time.

4. VENDOR-SPECIFIC RISKS:

With multiple third-party suppliers involved, it is uncertain
how well vendors manage their own cybersecurity
measures, padrticularly in regions with less stringent
regulatory oversight. This uncertainty prompts a strong
emphasis on vendor risk management and periodic
audits of vendor security practices.




ORGANIZATIONAL MISSION AND BUSINESS FUNGTIONS

MISSION

The organization's mission is to ensure the timely delivery of high-quality pharmaceutical products to
healthcare providers worldwide, supporting both research and the development of life-saving
medications.

SUPPLY CHAIN MANAGEMENT REGULATORY COMPLIANCE RESEARCH AND DEVELOPMENT (R&D)

SPGS relies on an Al-driven supply SPGS must comply with As part of its mission, SPGS conducts
chain management system to international healthcare R&D for new drugs. Protecting

optimize the procurement and it M as HIPAA intellectual ty (IP) and :
distribution of APIs across a global regulations, such as | intellectual property (IP) and ensuring
network of suppliers. This system and Good Manufacturing secure collaboration with global
integrates real-time data to Practices (GMP), ensuring research teams is essential to the
enhance decision-making, reduce data integrity and patient company’s operations.

costs, and ensure uninterrupted safet

supply. Y-



INTERGONNECTIONS AND DEPENDENGIES

e Supplier Dependencies: SPGS’s supply chain
depends heavily on third-party suppliers of
APIs. Disruptions at any supplier level pose
significant operational risks.

Al-Driven System Dependencies: The
organization’s supply chain optimization relies
on an Al system that integrates external data
from suppliers, shipping companies, and
regulatory bodies. Any disruption in these data
flows or manipulation of the Al system could
severely impact business functions.

IT Support Systems: Information technology is
the backbone of SPGS's operations. The Al
system is integrated with the organization’s
Enterprise Resource Planning (ERP) system,
cybersecurity tools, and cloud services.

Organizational Information Systems

The primary system under evaluation is the Al-

driven supply chain management system, which

supports the business functions mentioned above.

The system integrates multiple data sources to

optimize decision-making and streamline

procurement processes.

Information Flow

e Inbound Data: APl procurement orders, supplier

performance data, shipment tracking
information, and regulatory updates flow into
the Al system to allow for real-time adjustments
to the supply chain.
Outbound Data: The Al system communicates
supply forecasts, distribution schedules, and
regulatory compliance reports to various
business units, including procurement,
manufacturing, and legal teams.




INTERGONNECTIONS AND DEPENDENGIES

System Dependencies

e External Data Sources: The system heavily
relies on external data from third-party
suppliers, cloud-based storage, and
external compliance monitoring agencies.
Shared Services: The Al system operates
on a cloud infrastructure shared across
SPGS'’s global locations, with
dependencies on cloud providers such as
AWS and Azure for data storage and
processing.
Common Infrastructure: The system’s
performance and security are dependent
on SPGS’s cybersecurity infrastructure,
including firewalls, IDS/IPS systems, and
endpoint protection.




The following table summarizes the risk assessment results, outlining the likelihood and impact of various risks. The
goal is to enable decision-makers to quickly grasp the key risks affecting SPGS’s operations.

Al manipulation

Third-party Vendor Breach

Cloud Data Breach

Data Integrity Failure

Regulatory Non-
Compliance

RISK ASSESSMENT RESULTS

Malicious actors tamper with Al system’s
decision-making algorithms

Supply Chain data compromised due to a
breach at a vendor’s site

Unauthorized access to sensitive API
procurement data stored in the cloud

Al system receives faulty data from external
sources

Failure to adhere to international
pharmaceutical regulations due to system
failure

Likelihood

Moderate

Moderate

Moderate

Risk Level

Moderate

Moderate




TIME FRAME FOR RISK ASSESSMENT VALIDITY

The risk assessment is intended to support decision-making for a period of 12 months. This time frame aligns with the annual
review cycle for both Al-driven system updates and supplier evaluations. After this period, an updated assessment will be required
to incorporate changes in technological advancements, new Al algorithms, and emerging threats in the pharmaceutical supply

chain.
RISKS DUE TO ADVERSARIAL THREATS

As identified in the NIST Guide (Appendix F, Table F-1), adversarial threats include actors with intent to cause harm by exploiting
vulnerabilities in SPGS’s systems. The key adversarial risks identified are:

e Al System Manipulation: Hackers or competitors may attempt to manipulate the Al system to disrupt supply chain operations
or gain a competitive advantage.

e Data Breaches: Adversaries could target the company’s suppliers or cloud infrastructure, aiming to steal sensitive
procurement data or intellectual property.

e Phishing Attacks: Spear-phishing campaigns aimed at procurement and IT personnel may lead to compromised credentials
and unauthorized system access.

RISKS DUE TO NON-ADVERSARIAL THREATS

According to NIST Appendix F, Table F-2, non-adversarial threats include events without malicious intent, such as system
malfunctions or natural disasters. The key non-adversarial risks identified are:
e Data Integrity Issues: Inaccurate or corrupt data from third-party suppliers or internal systems could negatively impact the Al
system’s ability to make accurate procurement decisions.
e System Outages: Unplanned outages or failures in the cloud infrastructure supporting SPGS'’s Al-driven supply chain system
could lead to business disruptions.
 Human Error: Misconfigurations or operator errors within the Al system could cause incorrect procurement decisions, leading to
supply chain delays or regulatory non-compliance.




RISK MITIGATION PLAN DEVELOPMENT

The next phase of this risk assessment will involve developing comprehensive mitigation strategies
for the identified risks. These strategies will include:

Al SYSTEM HARDENING

Implementing additional security measures to protect the Al algorithms from adversarial
manipulation. This may involve multi-factor authentication, role-based access controls,
and regular audits of Al decision logs.

THIRD-PARTY VENDOR MANAGEMENT

Enhancing third-party risk management by conducting regular security audits of key suppliers and
implementing data encryption for all information exchanged between SPGS and vendors.

CLOUD SECURITY ENHANCEMENT

Implementing advanced cloud security controls such as end-to-end encryption,
Zero Trust architecture, and continuous monitoring of cloud environments.

BACKUP AND RECOVERY PLANS MANAGEMENT

Establishing a more robust disaster recovery plan for cloud datq, including regular
backups and rapid restoration capabilities in case of an outage or breach.




RISK MITIGATION PLAN DEVELOPMENT

The next phase of this risk assessment will involve developing comprehensive mitigation strategies
for the identified risks. These strategies will include:

RISK MONITORING AND REVIEW

SPGS will implement an ongoing risk monitoring strategy, with regular reviews every 6 to 12 months or
after any major change in the Al system, supplier network, or IT infrastructure. Risk indicators and trigger
thresholds will be defined to help decision-makers quickly identify emerging threats.

STAKEHOLDER INVOLVEMENT

Regular stakeholder meetings will be held to review the risk mitigation progress and ensure that
SPGS's key decision-makers are aligned with the evolving risk landscape. Workshops with IT,
procurement, and legal departments will ensure cross-functional collaboration on risk mitigation.

REGULATORY COMPLIANCE CHECKS

Continuous efforts will be made to ensure that SPGS'’s supply chain operations adhere to
HIPAA, ISO 27001, Good Manufacturing Practices (GMP), and other relevant healthcare and
pharmaceutical regulations. Automated tools will be implemented to monitor compliance
in real-time.




MITIGATION STRATEGIES FOR IDENTIFIED RISKS

Al SYSTEM MANIPULATION THIRD-PARTY VENDOR BREACH CLOUD DATA BREACH

e Mitigation Strategy: Implement an Al e Mitigation Strategy: Develop a vendor e Mitigation Strategy: Strengthen cloud
audit system that logs all Al-driven security program that includes stringent security with Zero Trust policies, ensuring
decisions and triggers alerts for any access control policies for third-party every access request to cloud-stored data
irregular or anomalous decision patterns. vendors and continuous monitoring of is verified, even from internal users.
Integrate an Al security framework that vendor connections to SPGS's systems. Use Implement end-to-end encryption for all
checks the integrity of Al models blockchain technology to track and verify sensitive data transmitted to and from the
periodically. the authenticity of all third-party cloud.

transactions.

e Impact Reduction: Reduces the likelihood e Impact Reduction: Decreases the chances
of manipulation by ensuring that any e Impact Reduction: Protects sensitive of a successful data breach by minimizing
tampering with Al algorithms is detected supply chain data by ensuring only unauthorized access points.
early. authorized vendors can access the

system.



MITIGATION STRATEGIES FOR IDENTIFIED RISKS

DATA INTEGRITY FAILURE REGULATORY NON-COMPLIANCE LEFT BLANK

e Mitigation Strategy: Deploy data e Mitigation Strategy: Implement a real-
validation tools to check the quality and time regulatory monitoring system that
integrity of incoming data from suppliers. tracks changes in healthcare regulations
Establish automated alerts for any globally and ensures that SPGS's systems
anomalies in the data received. and processes are updated to reflect

those changes.
e Impact Reduction: Ensures that decisions

made by the Al system are based on e Impact Reduction: Helps SPGS maintain
accurate and reliable data inputs, compliance with international regulations,
reducing supply chain disruptions. avoiding potential legal and financial

repercussions.



FINAL REVIEW & RPPROVAL

Once the mitigation strategies are in place and key stakeholders have reviewed the recommendations, a final approval process
will be initiated. This will include:
e A sign-off from SPGS's executive leadership team.
e A comprehensive risk mitigation timeline that defines milestones for implementing the recommendations.
e An impact assessment that estimates how the risk mitigation measures will enhance overall security and reduce
vulnerabilities.
Regular updates and monitoring will be conducted in alignment with the established time frame and risk mitigation strategies.

CONGLUSION

This risk assessment provides a comprehensive evaluation of the cybersecurity risks associated with SPG Solutions’s Al-driven
supply chain management system, with a focus on ensuring the protection and resilience of mission-critical operations. By
leveraging a qualitative risk model and addressing uncertainties inherent in Al technology, SPGS is well-positioned to proactively
mitigate emerging threats and secure the continuity of its global supply chain. Through effective risk management strategies,
including the hardening of Al systems, third-party vendor risk management, and cloud security enhancements, SPGS can
maintain compliance with industry regulations and safeguard the integrity of its operations in an evolving cyber threat landscape.
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